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Orange Group is a leading global telecommunications operator 
and digital service provider, serving millions of customers 
worldwide — individuals, professionals, and large enterprises.

Challenge
To support the launch of its new On-Demand Cloud Connect 
service, Orange needed to rethink how it secured and 
delivered network services to its B2B customers.
The goal was to bring greater flexibility, scalability, and agility to its portfolio—
key reasons behind the creation of the Evolution Platform, Orange’s next-
generation Telco Cloud environment. As part of this transformation, the 
company introduced IPsec-based connectivity over the Internet to provide 
secure, on-demand access to cloud environments.

The existing security infrastructure was reaching its limits: hardware appliances 
lacked the flexibility, agility, and performance required to support the rapid 
growth of cloud networking and connectivity. This initiative was more than a 
simple technology upgrade; it marked a strategic shift toward virtualization 
and softwarization, enabling Orange to deliver new network services.

With more enterprises relying on SaaS applications such as Microsoft 365 and 
connecting to public cloud providers like Microsoft Azure and Amazon Web 
Services (AWS), Orange needed to ensure secure, fast, and reliable access to 
these environments. This required a high-performance virtual security gateway 
capable of delivering strong protection, simplified operations, and seamless 
integration into Orange’s global backbone.

In short, Orange virtualized its network architecture to deliver scalable, 
flexible, and secure connectivity—empowering its next-generation cloud 
services with the agility and resilience demanded by modern digital 
enterprises.

At a Glance:
•	 Orange Group
•	 Location: Paris, France
•	 Industry: Telecommunications B2B

Challenge:
•	 Orange needed to virtualize its 

security architecture with a flexible, 
scalable, and high-performance 
software solution to enable secure 
on-demand cloud connectivity. 

Solution:
•	 6WIND Virtual Security Gateway 

(vSecGW)

Results:
•	 High scalability and performance in 

both security and routing
•	 Faster service activation, enabling on-

demand cloud connectivity
•	 Cost efficiency through reduced 

dependency on physical hardware
•	 Future-proof infrastructure, aligned 

with Orange’s Lead the Future 
strategic plan

Customer Success Story

Delivering On-Demand 
Cloud Connectivity 
with High-Performance 
Virtual Security Gateway
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Orange selected the 6WIND Virtual Security Gateway (vSecGW) 
for its ability to deliver a high-performance, secure, and 
scalable virtual security gateway solution. 

The 6WIND vSecGW provides both IPsec security and advanced 
routing capabilities, enabling Orange to meet the dual 
requirements of protecting traffic and efficiently managing 
network flows across distributed environments. Its multi-
tenancy capabilities allows different enterprise customers 
to securely share the same infrastructure while maintaining 
isolation and service flexibility. 

Designed to align with Orange’s global network softwarization 
strategy, the solution integrates seamlessly with existing 
infrastructure and orchestration systems, enabling rapid 
service activation, dynamic scalability, and the high reliability 
expected by B2B customers.

“	We are thrilled to continue our partnership 
with 6WIND to bring Cloud Connectivity to our 
customers. The deployment of 6WIND Virtual 
Service Router on our Telco Cloud allows us to 
offer highly secure, sustainable, and reliable 
cloud connectivity in a flexible and evolutive 
way. This collaboration underscores our 
commitment to enhancing our sovereignty 
in technology and is a crucial step in our 
Network softwarization journey.” 

Jean-Louis Le Roux, EVP International Networks, Orange

Requirements
To successfully launch its On-Demand Cloud Connect service, 
Orange aimed for a flexible and scalable software solution on 
top of its Telco Cloud, Evolution Platform.

The new architecture had to support a minimum of 20 
Gbps IPsec throughput, enable multi-tenancy, and allow 
for distributed deployment across Telco Cloud Points of 

Customer Success Story

Figure 1: On Demand Cloud Connect IPsec

Presence. Cost-efficiency was a key consideration, requiring 
a software-based approach that reduced reliance on physical 
infrastructure. Additionally, the solution had to support 
NETCONF-based management for automation and seamless 
integration into Orange’s existing architecture, aligning with 
the company’s broader softwarization strategy.

Solution
Orange selected the 6WIND Virtual Security Gateway (vSecGW) 
to virtualize its security infrastructure and power the On-
Demand Cloud Connect service.

This solution enables:
	▶ Full virtualization of security functions, replacing aging 

hardware appliances with a scalable software-based 
solution.

	▶ High-performance routing and security, ensuring reliable 
connectivity to major public cloud providers.

	▶ Rapid service provisioning through Orange’s Evolution 
Platform, enabling customers to create and manage cloud 
connections in real time.

	▶ Flexible connectivity options (IPsec) to fit different 
enterprise needs.

	▶ Real-time visibility and monitoring to maintain strong 
security and SLA guarantees.

	▶ Distributed deployment across SDN PoPs near major 
cloud providers.

	▶ Sustainability and energy efficiency, optimizing 
hardware utilization and reducing the environmental 
footprint of network operations.

This implementation is a key step in Orange’s network 
softwarization journey, enabling more agile service delivery 
and positioning Orange as a leader in secure cloud networking.

Results 
By adopting 6WIND’s vSecGW, Orange achieved significant 
improvements across its cloud connectivity services:

	▶ Expanded portfolio with Cloud Connect over Internet 
service, providing B2B customers with secure and flexible 
cloud access

	▶ Faster service activation, enabling secure on-demand 
cloud connectivity

	▶ High scalability and performance in both security and 
routing

	▶ Enhanced security posture for global B2B customers

	▶ Future-ready infrastructure, supporting Orange’s 
softwarization and cloud strategy


