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LAG

Packet Processing

DPDK pmd drivers
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nput
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tap
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tap

qos

Plugin

tap

qos

Plugin

PBR

Plugin

gro
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fp_qos_schedule

QoS Advanced

fp_ip_if_send
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NAT
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npf_packet
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utput
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put
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TCP/UD
P
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VxLAN GRE Tunnel

fp_vxlan_in
put

fp_gre_inpu
t

fp_ipsec4_e
sp_hdlr

fp_tcp_ip4_
hdlr

fp_udp_ip4
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fp_tunnel_X
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Plugin

[D]TLS
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put

GRE
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Packet Exception Processing

in_pcblookup_connectfp_send_exception

fpn_send_exception

fpn_fpvi_vhost_send

fpn_fpvi_send

fpn_process_soft_output

fpn_fpvi_vhost_input

fpn_main_loop

vhost_enqueue

tun_recvmsg

dev_queue_xmit

sock_sendmsg

netif_receive_skb

tun_sendmsg

vhost_poll_queue

bpf_prog_run

Linux Networking Stack processing

No

fp_sendmsg

Is it 
basic

Yes

fp_send_fptunebpf

fp_send_nonbasic_exc

tc_filter

fp_process_linux_tx

bpf_redirect

Linux kernel

Fast Path

Input ?
No

Yes
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6WINDGate Fast Path IPsec Processing 

fp_ipsec4_esp_hdlr

ipsec4_input_esp

sad_in_lookup

esp4_input

is crypto 
async?

fpn_crypto_async_cipher_authfpn_crypto_sync_cipher_auth

esp4_input_cbesp4_input_finish

ipsec4_input_finish ipsec4_input_finish

No Yes

fp_ipsec4_ah_hdlr

ipsec4_input_ah

sad_in_lookup

ah4_input

is crypto 
async?

fpn_crypto_async_cipher_authfpn_crypto_sync_cipher_auth

ah4_input_cbah4_input_finish

ipsec4_input_finish ipsec4_input_finish

No
Yes

fp_ip_ouput

fp_ip_input_demux
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Fast Path OVS Packet Processing

fpvs_ether_input

fpvs_input

fpvs_lookup_input

fpvs_bulk_process

ovs action

Push/pop VLAN Push/pop MPLS RecirculateConntracksoutput

fpvs_output

port type

netdev internal vxlan gre

fp_if_output fp_ether_output fpvs_vxlan_output fpvs_gre_output

fp_vxlan4_output fp_gretap_fpvs_output

Packet Emission
Packet Reception
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TCP State Machine 

fp_tcp_ip4_hdlr

tcp_input_bulk

__tcp_input

in_pcblookup_connect

is pcb 
found?

in_pcblookup_bind

No Yes

tcp_output

Yes

fp_ip_ouput

fp_ip_input_demux

TCP finite state machine
+ application
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