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IP Protocols 

 
IPv4 & IPv6 Stacks 

RFC 768 User Datagram Protocol 

RFC 791 Internet Protocol 

RFC 792 Internet Control Message Protocol 

RFC 793 Transmission Control Protocol 

RFC 815 IP Datagram Reassembly Algorithms 

RFC 826 An Ethernet Address Resolution Protocol 

RFC 894 A Standard for the Transmission of IP Datagrams over Ethernet Networks 

RFC 896 Congestion Control in IP/TCP Internetworks 

RFC 919 Broadcasting Internet Datagrams 

RFC 922 Broadcasting Internet Datagrams in the presence of subnets 

RFC 950 Internet Standard Subnetting Procedure 

RFC 1042 A Standard for the Transmission of IP Datagrams over IEEE 802 Networks 

RFC 1071 Computing the Internet Checksum 

RFC 1112 Host Extensions for IP Multicasting 

RFC 1191 Path MTU Discovery 

RFC 1349 Type of Service in the Internet Protocol Suite 

RFC 1517 Applicability Statement for the Implementation of Classless Inter-Domain Routing (CIDR) 

RFC 1518 An Architecture for IP Address Allocation with CIDR 

RFC 1519 Classless Inter-Domain Routing (CIDR): an Address Assignment and Aggregation Strategy 

RFC 1631 The IP Network Address Translator (NAT) 

RFC 1812 Requirements for IP Version 4 Routers 

RFC 1878 Variable Length Subnet Table For IPv4 

RFC 1883 Internet Protocol, Version 6 (IPv6) Specification 

RFC 1918 Address Allocation for Private Internets 

RFC 1981 Path MTU Discovery for IP version 6 

RFC 2073 An IPv6 Provider-Based Unicast Address Format 

RFC 2133 Basic Socket Interface Extensions for IPv6 

RFC 2236 Internet Group Management Protocol, Version 2 

RFC 2292 Advanced Sockets API for IPv6 

RFC 2374 An IPv6 Aggregatable Global Unicast Address Format 

RFC 2460 Internet Protocol, Version 6 (IPv6) Specification 

RFC 2461 Neighbor Discovery for IP Version 6 (IPv6) 

RFC 2462 IPv6 Stateless Address Autoconfiguration 

RFC 2463 Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification 

RFC 2464 Transmission of IPv6 Packets over Ethernet Networks 

RFC 2473 Generic Packet Tunneling in IPv6 Specification 

RFC 2526 Reserved IPv6 Subnet Anycast Addresses 

RFC 2553 Basic Socket Interface Extensions for IPv6 

RFC 2710 Multicast Listener Discovery (MLD) for IPv6 

RFC 2711 IPv6 Router Alert Option 

RFC 2732 Format for Literal IPv6 Addresses in URL's 

RFC 2928 Initial IPv6 Sub-TLA ID Assignments 

RFC 2992 Analysis of an Equal-Cost Multi-Path Algorithm 

RFC 3022 Traditional IP Network Address Translator (Traditional NAT) 

RFC 3122 Extensions to IPv6 Neighbor Discovery for Inverse Discovery Specification 

RFC 3178 IPv6 Multihoming Support at Site Exit Routers 

RFC 3306 Unicast-Prefix-based IPv6 Multicast Addresses 
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RFC 3484 Default Address Selection for Internet Protocol version 6 (IPv6) 

RFC 3493 Basic Socket Interface Extensions for IPv6 

RFC 3513 Internet Protocol Version 6 (IPv6) Addressing Architecture 

RFC 3542 Advanced Sockets Application Program Interface (API) for IPv6 

RFC 3587 IPv6 Global Unicast Address Format 

 
IPv4-IPv6 Transition  

RFC 2529 Transmission of IPv6 over IPv4 Domains without Explicit Tunnels 

RFC 2694 DNS extensions to Network Address Translators (DNS_ALG) 

RFC 2765 Stateless IP/ICMP Translation Algorithm (SIIT) 

RFC 2766 Network Address Translation - Protocol Translation (NAT-PT) 

RFC 2893 Transition Mechanisms for IPv6 Hosts and Routers 

RFC 3056 Connection of IPv6 Domains via IPv4 Clouds 

RFC 3068 An Anycast Prefix for 6to4 Relay Routers 

RFC 3574 Transition Scenarios for 3GPP Networks 

RFC 3750 Unmanaged Networks IPv6 Transition Scenarios 

RFC 3904 Evaluation of IPv6 Transition Mechanisms for Unmanaged Networks 

RFC 3964 Security Considerations for 6to4 

RFC 4029 Scenarios and Analysis for Introducing IPv6 into ISP Networks 

RFC 4038 Application Aspects of IPv6 Transition 

RFC 4213 Basic Transition Mechanisms for IPv6 Hosts and Routers 

RFC 4214 Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) 

 
IPsec 

RFC 1321 The MD5 Message-Digest Algorithm 

RFC 1825 Security Architecture for the Internet Protocol 

RFC 1826 IP Authentication Header 

RFC 1827 IP Encapsulating Security Payload (ESP) 

RFC 1828 IP Authentication using Keyed MD5 

RFC 1829 The ESP DES-CBC Transform 

RFC 2367 PF_KEY Key Management API, Version 2 

RFC 2401 Security Architecture for the Internet Protocol 

RFC 2402 IP Authentication Header 

RFC 2403 The Use of HMAC-MD5-96 within ESP and AH 

RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH 

RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV 

RFC 2406 IP Encapsulating Security Payload (ESP) 

RFC 2410 The NULL Encryption Algorithm and Its Use With IPsec 

RFC 2451 The ESP CBC-Mode Cipher Algorithms 

RFC 3193 Securing L2TP using IPsec 

RFC 3602 The AES-CBC Cipher Algorithm and Its Use with IPsec 

RFC 3948 UDP Encapsulation of IPsec ESP Packets 

RFC 4301 Security Architecture for the Internet Protocol 

RFC 4302 IP Authentication Header 

RFC 4303 IP Encapsulating Security Payload (ESP) 

RFC 4305 Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload (ESP) and 
Authentication Header (AH) 
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Quality of Service 

RFC 2309 Recommendations on Queue Management and Congestion Avoidance in the Internet 

RFC 2474 Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers 

RFC 2475 An Architecture for Differentiated Services 

RFC 2597 Assured Forwarding PHB Group 

RFC 2598 An Expedited Forwarding PHB 

RFC 2698 A Two Rate Three Color Marker 

RFC 3095 RObust Header Compression (ROHC):Framework and four profiles: RTP, UDP, ESP, and uncompressed 

RFC 3096 Requirements for robust IP/UDP/RTP header compression 

RFC 3246 An Expedited Forwarding PHB (Per-Hop Behavior) 

RFC 3260 New Terminology and Clarifications for Diffserv 

 
Routing 

 
Unicast Routing 

RFC 1058 Routing Information Protocol 

RFC 1105 Border Gateway Protocol - BGP 

RFC 1163 A Border Gateway Protocol (BGP) 

RFC 1164 Application of the Border Gateway Protocol in the Internet 

RFC 1191 Use of OSI IS-IS for Routing in TCP/IP and Dual Environments 

RFC 1265 BGP Protocol Analysis 

RFC 1266 Experience with the BGP protocol 

RFC 1771 A Border Gateway Protocol 4 (BGP-4) 

RFC 1863 A BGP/IDRP Route Server alternative to a full mesh routing 

RFC 1923 RIPv1 Applicability Statement for Historic Status 

RFC 1997 BGP Communities Attribute 

RFC 2080 RIPng for IPv6 

RFC 2081 RIPng Protocol Applicability Statement 

RFC 2082 RIP-2 MD5 Authentication 

RFC 2092 Protocol Analysis for Triggered RIP 

RFC 2283 Multiprotocol Extensions for BGP-4 

RFC 2328 OSPF Version 2 

RFC 2338 Virtual Router Redundancy Protocol 

RFC 2385 Protection of BGP Sessions via the TCP MD5 Signature Option 

RFC 2439 BGP Route Flap Damping 

RFC 2453 RIP Version 2 

RFC 2545 Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing 

RFC 2740 OSPF for IPv6 

RFC 2796 BGP Route Reflection - An Alternative to Full Mesh IBGP 

RFC 2858 Multiprotocol Extensions for BGP-4 

RFC 2918 Route Refresh Capability for BGP-4 

RFC 3065 Autonomous System Confederations for BGP 

RFC 3101 The OSPF Not-So-Stubby Area (NSSA) Option 

RFC 3107 Carrying Label Information in BGP-4 

RFC 3137 OSPF Stub Router Advertisement 

RFC 3392 Capabilities Advertisement with BGP-4 

RFC 3626 Optimized Link State Routing Protocol (OLSR) 

RFC 3768 Virtual Router Redundancy Protocol (VRRP) 

RFC 4222 Prioritized Treatment of Specific OSPF Version 2 Packets and Congestion Avoidance 
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Multicast Routing 

RFC 2236 Internet Group Management Protocol, Version 2 

RFC 2362 Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol Specification 

RFC 2375 IPv6 Multicast Address Assignments 

RFC 2710 Multicast Listener Discovery (MLD) for IPv6 

RFC 3810 Multicast Listener Discovery Version 2 (MLDv2) for IPv6 

 
Connectivity 

 
Layer 2 Transport 

RFC 1332 The PPP Internet Protocol Control Protocol (IPCP) 

RFC 1334 PPP Authentication Protocols 

RFC 1549 PPP in HDLC Framing 

RFC 1661 The Point-to-Point Protocol (PPP) 

RFC 1662 PPP in HDLC-like Framing 

RFC 1877 PPP Internet Protocol Control Protocol Extensions for Name Server Addresses 

RFC 1994 PPP Challenge Handshake Authentication Protocol (CHAP) 

RFC 2023 IP Version 6 over PPP 

RFC 2139 RADIUS Accounting 

RFC 2472 IP Version 6 over PPP 

RFC 2486 The Network Access Identifier 

RFC 2516 A Method for Transmitting PPP Over Ethernet (PPPoE) 

RFC 2548 Microsoft Vendor-specific RADIUS Attributes 

RFC 2637 Point-to-Point Tunneling Protocol "PPTP" 

RFC 2661 Layer Two Tunneling Protocol "L2TP" 

RFC 2759 Microsoft PPP CHAP Extensions, Version 2 

RFC 2865 Remote Authentication Dial In User Service (RADIUS) 

RFC 2866 RADIUS Accounting 

RFC 3162 RADIUS and IPv6 

 
Address Management 

RFC 2131 Dynamic Host Configuration Protocol 

RFC 2132 DHCP Options and BOOTP Vendor Extensions 

RFC 3046 DHCP Relay Agent Information Option 

RFC 3315 Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 

RFC 3596 DNS Extensions to Support IP Version 6 

RFC 3633 IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6 

RFC 3646 DNS Configuration options for Dynamic Host Configuration Protocol for IPv6 (DHCPv6) 

RFC 3663 IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version 6 

RFC 4075 Simple Network Time Protocol (SNTP) Configuration Option for DHCPv6 

 
Mobility 

 
RFC 3775 Mobility Support in IPv6 

RFC 3963 Network Mobility (NEMO) Basic Support Protocol 

RFC 3776 Using IPsec to Protect Mobile IPv6 Signaling Between Mobile Nodes and Home Agents 

RFC 4068 Fast Handovers for Mobile IPv6 

RFC 4584 Extension to Sockets API for Mobile IPv6 
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Security 

 
IPsec/IKE 

RFC 2407 The Internet IP Security Domain of Interpretation for ISAKMP 

RFC 2408 Internet Security Association and Key Management Protocol (ISAKMP) 

RFC 2409 The Internet Key Exchange (IKE) 

RFC 2412 The OAKLEY Key Determination Protocol 

RFC 2459 Internet X.509 Public Key Infrastructure Certificate and CRL Profile 

RFC 2511 Internet X.509 Certificate Request Message Format 

RFC 2986 PKCS #10: Certification Request Syntax Specification 

RFC 3280 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile 

RFC 3706 A Traffic-Based Method of Detecting Dead Internet Key Exchange (IKE) Peers 

RFC 3947 Negotiation of NAT-Traversal in the IKE 

RFC 4306 Internet Key Exchange Protocol 

RFC 4308 Cryptographic Suites for IPsec 

 
Management 

 
RFC 1155 Structure and Identification of Management Information for TCP/IP-based Internets 

RFC 1157 Simple Network Management Protocol (SNMP) 

RFC 1213 Management Information Base for Network Management of TCP/IP-based internets:MIB-II 

RFC 1227 SNMP MUX protocol and MIB 

RFC 1643 Definitions of Managed Objects for the Ethernet-like Interface Types 

RFC 1657 Definitions of Managed Objects for the Fourth Version of the Border Gateway Protocol (BGP-4) using SMIv2

RFC 1724 RIP Version 2 MIB Extension 

RFC 1850 OSPF Version 2 Management Information Base 

RFC 1901 Introduction to Community-based SNMPv2 

RFC 1908 Coexistence between Version 1 and Version 2 of the Internet-standard Network Management Framework 

RFC 2011 SNMPv2 Management Information Base for the Internet Protocol using SMIv2 

RFC 2012 SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2 

RFC 2013 SNMPv2 Management Information Base for the User Datagram Protocol using SMIv2 

RFC 2096 IP Forwarding Table MIB 

RFC 2452 IP Version 6 Management Information Base for the Transmission Control Protocol 

RFC 2454 IP Version 6 Management Information Base for the User Datagram Protocol 

RFC 2465 Management Information Base for IP Version 6: Textual Conventions and General Group 

RFC 2466 Management Information Base for IP Version 6: ICMPv6 Group 

RFC 2576 Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard Network Management 
Framework 

RFC 2578 Structure of Management Information Version 2 (SMIv2) 

RFC 2579 Textual Conventions for SMIv2 

RFC 2667 IP Tunnel MIB 

RFC 2741 Agent Extensibility (AgentX) Protocol Version 1 

RFC 2819 Remote Network Monitoring Management Information Base 

RFC 2856 Textual Conventions for Additional High Capacity Data Types 

RFC 2863 The Interfaces Group MIB 

RFC 2864 The Inverted Stack Table Extension to the Interfaces Group MIB 

RFC 2894 Router Renumbering for IPv6 

RFC 3291 Textual Conventions for Internet Network Addresses 

RFC 3371 Layer Two Tunneling Protocol "L2TP" Management Information Base 
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RFC 3411 An Architecture for Describing Simple Network Management Protocol (SNMP) Management Frameworks 

RFC 3412 Message Processing and Dispatching for the Simple Network Management Protocol (SNMP) 

RFC 3413 Simple Network Management Protocol (SNMP) Applications 

RFC 3414 User-based Security Model (USM) for version 3 of the Simple Network Management Protocol (SNMPv3) 

RFC 3415 View-based Access Control Model (VACM) for the Simple Network Management Protocol (SNMP) 

RFC 3416 Version 2 of the Protocol Operations for the Simple Network Management Protocol (SNMP) 

RFC 3417 Transport Mappings for the Simple Network Management Protocol 

RFC 3418 Management Information Base (MIB) for the Simple Network Management Protocol 

RFC 3419 Textual Conventions for Transport Addresses 

RFC 3635 Definitions of Managed Objects for the Ethernet-like Interface Types 

RFC 3636 Definitions of Managed Objects for IEEE 802.3 Medium Attachment Units (MAUs) 

RFC 3637 Definitions of Managed Objects for the Ethernet WAN Interface Sublayer 

RFC 3826 The Advanced Encryption Standard (AES) Cipher Algorithm in the SNMP Userbased Security Model 

 
Benchmarking and tests 

 
RFC 1944 Benchmarking Methodology for Network Interconnect Devices 

RFC 2544 Benchmarking Methodology for Network Interconnect Devices 

 
Tools (all tools are IPv4/IPv6) 

 
RFC 783 The TFTP protocol (Revision 2) 

RFC 854 Telnet Protocol Specification 

RFC 855 Telnet Option Specifications 

RFC 959 File Transfer Protocol (FTP) 

RFC 1305 Network Time Protocol (Version 3) Specification, Implementation and Analysis (IPv4 and IPv6) 

RFC 1350 The TFTP protocol (Revision 2) 

RFC 1867 Form-based File Upload in HTML 

RFC 2068 Hypertext Transfer Protocol -- HTTP/1.1 

RFC 2428 FTP Extensions for IPv6 and NATs 

RFC 2818 HTTP Over TLS 

RFC 3164 The BSD syslog Protocol (IPv4 and IPv6) 

RFC 4250 The Secure Shell (SSH) Protocol Assigned Numbers 

RFC 4251 The Secure Shell (SSH) Protocol Architecture 

 
Drafts 

 
Draft IETF WG 

draft-wakikawa-mobileip-multiplecoa monami6 

draft-ietf-ipsec-ciph-sha-256 ipsec 

draft-ietf-ipdvb-ule ipdvb 

draft-ietf-ipdvb-arch ipdvb 

draft-ietf-v6ops-bb-deployment-scenarios v6ops 

draft-ietf-v6ops-mech-v2 v6ops 

draft-ietf-v6ops-ent-scenarios v6ops 

draft-ietf-v6ops-ent-analysis v6ops 

draft-ietf-v6ops-onlinkassumption V6ops 

draft-ietf-v6ops-renumbering-procedure v6ops 

draft-ietf-v6ops-nap v6ops 
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draft-ietf-v6ops-security-overview v6ops 

draft-ietf-vrrp-ipv6-spec vrrp 

draft-ietf-isis-ipv6 isis 

draft-ietf-netlmm-proxymip6 netlmm 

 
 


